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Introduction
Big data in medicine involves the collection and analysis of 
large amounts of complex heterogeneous data. ‘Big data’ 
is a general term used for any collection of datasets whose 
size and complexity exceed the capabilities of traditional 
data processing applications. There is no specific definition 
for the volume which can be classified under ‘big data’, but 
generally anything ≥1 petabyte can be considered as big 
data.1 The actual data involved includes a variety of ‘omics’ 
like genomics and epigenomics as well as biomedical data 
and electronic health records (EHR) data. Integrating the 
various omics with clinical data from EHRs would provide 
a rich database of information. This concept of integrating 
different ‘omics’ is referred to as ‘multiomics’. The key issue 
here is the heterogeneity of the data at all levels. For example, 
clinical data in the electronic health record itself is stored in 
different forms at different centres. The conventional view 
of patient data is in the form of longitudinal data retrieved 
through patient records of which relevant structured data is 
used primarily for understanding or hypothesis testing. In big 
data, all types of data are collected and analysed, with the 
focus being on finding patterns and predictions. The initial 
data is unstructured.1,2

Big Data
Big data is described in terms of six variables – volume, 
velocity, variety, veracity, variability, and value, of which the 
most important are volume (amount of data), velocity (the 
speed at which data are generated and processed) and variety 
(types of data).3

The advantages of big data in research include the relatively 
lower cost of collection of data, and the ability to use the 
data both prospectively and retrospectively. The data can also 
be used for both hypothesis generation as well as hypothesis 
testing, although compared to traditional data it is primarily 

more useful for hypothesis generation. Concerns are the data 
storage, quality of data/data cleaning, privacy-related issues, 
and local health policy guidelines on the use of the data1,2

As mentioned, the unstructured and heterogeneous nature 
of the data and the volume of the data lead to challenges in 
analysis. There are different techniques associated with the 
analysis of big data.

-	 Data mining – analysis of data to identify unsuspected 
and unexpected patterns

-	 Cluster analysis – focusing on grouping observations 
based on factors like demographics

-	 Machine learning (ML) and its types – supervised 
learning, unsupervised learning, semisupervised     
learning, and reinforcement learning

Machine Learning 
ML is a component of the broader umbrella of artificial 
intelligence (AI) and it has become an integral and valuable 
part of the analysis of big data. ML uses training datasets 
to develop algorithms that can be used as predictive models. 
Deep learning is one such subset of ML, which has found 
application in dermatology image analysis and involves the 
use of ‘neural networks’ to develop prediction models. ML 
applied to big data analysis includes sub-types like decision 
tree learning, Bayesian networks, cognitive computing, 
and natural language processing. The primary use of AI in 
dermatology has been in the diagnosis and classification 
of skin diseases, especially in the context of skin cancer 
(mainly in melanoma). The use of artificial neural networks 
– deep and convoluted neural networks, in image analysis, 
has evolved significantly in the last few years. However, the 
applications of AI can go much beyond this – including the 
realm of dermatological research including research related to 
predicting disease outcomes. An important aspect of training 
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datasets is the size of the dataset. Larger the dataset, the 
better the expected performance, and in this context again the 
availability of big data is significant in improving the quality 
of predictive models. The other challenge is to ensure that 
these data sets cover natural human heterogeneity in terms of 
gender, skin colour, and race.

-	 One of the largest databases contributing to the study 
of AI in dermatology is the ‘The International Skin 
Imaging Collaboration’ (https://www.isic-archive.
com/). The collaboration primarily aims to reduce the 
mortality associated with melanoma by developing 
diagnostic AI-based algorithms, which can help in 
early recognition. The collaborations host a large open-
source archive of dermatological images which can be 
used for teaching, research, and development/testing of 
AI-based algorithms.1–6

Important areas where big data analytics have been used 
in dermatology include – risk prediction models for skin 
cancers (mainly melanoma), developing clinical decision 
support systems, genome-wide association studies related to 
dermatological conditions, and tailored/precision medicine 
(identification of specific features in heterogeneous conditions 
which might predict treatment response).

Big data can also help improve the efficiency of clinical trials 
in dermatology by better identification of ideal candidates for 
clinical trials. Like in other specialties, it can also improve 
post-marketing surveillance for drug safety

AI and ML could go beyond big data in clinical research. 
Some of the areas in which AI could play a more significant 
role in the future could include

-	 Designing studies/protocols
-	 Sorting of data, statistical analysis
-	 Collection and sorting of references
-	 Even images can be generated using AI, for illustrating 

concepts/graphics

Recently platforms like Chat generative pre-training 
transformer (ChatGPT) have shown abilities of error 
detection in software codes and also providing possible 
solutions to the errors. It is possible that the same might be 
used to improve the quality of research protocols and also 
resultant research data. Platforms like ChatGPT could play a 
role in data analysis, data summarization, and report writing 
in the future.

Mobile health (m-health) data is a valuable source of big 
data. Health and fitness apps can record significant amounts 
of personal health data for analysis. The often-unstructured 
nature and patient-dependent data entry and factors might 
affect the reliability of m-health data. Social media can also 
serve as an input for big data in the context of medical research 
especially, in the context of qualitative research dealing with 
areas like knowledge, attitudes, practice, and quality of life.

Evidence-based medicine and big data can function in 
synergy, especially in some niche areas like genomics. The 
quality of evidence can be improved by the sheer size and 
computational power of big data and equally importantly big 
data by itself does not have much meaning when not looked 
at from the lens of evidence-based medicine.7

Limitations, Problems and Challenges
AI-based language algorithms can actually make the process 
of research writing simpler, but in turn, the ethical aspects and 
limits of using these for research are debatable and need to 
be discussed to avoid the possibility of research misconduct/
plagiarism-related issues.

As of now we still need counter-checks to ensure the veracity 
of AI in dermatology – whether it be in the context of image 
recognition or for more advanced uses. For diagnostic 
purposes, we need more extensive datasets which cover a 
larger variety of skin conditions as well as skin types (the 
skewed representation of ‘skin of colour’ has always been 
a concern). Privacy and security concerns for clinical image 
data need to be addressed for the training datasets.

Patients already have access to some of the AI-based 
diagnostic software/apps. These are also accessible to non-
dermatologists/alternative medicine practitioners, which 
opens up the possibility of wanton use of the same learning 
to possible misdiagnosis and wrong treatment

Finally, of course, the key question is if the developments 
in AI can lead to the dermatologist being less important or 
worse still replaceable. The answer at this point is of course 
a resounding no. However, the influence of AI in clinical 
medicine will only keep growing. It is pertinent to mention the 
terminology ‘augmented intelligence’ rather than ‘artificial 
intelligence’ to demonstrate the complementary role of AI in 
decision-making.8 What we as dermatologists need to do is 
to get involved in the process as important stakeholders who 
can use AI as a strength rather than consider it as an enemy. 
Our involvement is also necessary to ensure that any misuse 
of the technology can be prevented through patient education, 
advocacy, and legislation. The key is for dermatologists to 
get involved in the process.

To conclude, AI and big data are complementary and both 
are here to stay. As dermatologists, we must try to understand 
how we can use these newer developments to augment 
our decision-making skills, and research capabilities and 
generally improve patient outcomes. To do so we first have 
a basic understanding of these concepts and try to get more 
involved in the development and fine-tuning of the same.
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